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Are you sure you
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Deceptive design patterns in the cancellation
processes of 20 digital services in Sweden
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INTRODUCTION

In the autumn of 2024, the Swedish Consumers’ Association reviewed how easy or difficult
it is to cancel the subscriptions of 20 digital entertainment and news services. The results
show that deceptive design patterns appear in all services to varying degrees. This involves
deceptive designs in the shape of superfluous steps, confusing visual elements and, in some
cases, the cancellation function itself being hidden or missing altogether. In light of this, the
Swedish Consumers’ Association argues for strengthening consumer protections related to
digital subscriptions.

The Swedish Consumers’ Association proposes the following measures:

1) Introduce explicit requirements for simple cancellations in the Act on Distance
Contracts.

2) Require explicit consent for transitions from free to paid subscriptions.

3) Require digital services to notify consumers of unused subscriptions and require consent
for renewal.

Why it matters to consumers

At present, a majority (70 percent) of Swedish households subscribe to at least one paid
video streaming service,' and approximately 33 percent have access to four or more
services.” The share of consumers with access to a digital morning newspaper subscription
is 40 percent, while eight percent of households have access to the premium services of
evening papers.> When it comes to books, 25 percent of consumers have access to an
audiobook service.*

In other words, digital entertainment and news services are commonplace in the budgets of
most households. According to a survey from Orvesto Konsument, the average household’s
spending on the categories included in this report amounts to 403 SEK (35 EUR) per
month or 4 836 SEK (420 EUR) annually.

In a survey conducted as part of the EU Commission’s Digital Fairness Fitness Check,
52% of Swedish consumers reported experiencing difficulties when cancelling digital
subscriptions.® The figure is significantly higher than in other surveyed EU countries,
where results ranged from 33 to 43 percent. The survey also shows that 37 percent of EU
consumers frequently continue to pay for inactive subscriptions.”

Our report confirms these consumer experiences of digital services making it difficult to
keep track of and cancel subscriptions.

A common business practice of newspaper and audiobook providers is to offer trial
subscriptions that automatically transition to regular-priced ones without notice. What
initially appears to be a free gift may therefore become significantly more expensive if the
consumer does not monitor the offer’s expiration date — and fails to cancel it.

A distinguishing feature of streaming services is that popular content is generally exclusive
to a single provider. This means that consumers who want to keep up with popular tv-
shows often need to subscribe to multiple services at a time. The last couple of years, a
recurring financial advice aimed at consumers has been to cancel inactive subscriptions, but
this is clearly easier said than done.
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Difficult cancellation processes affect millions of Swedish (and European) consumers, who
spend a lot of money on digital media subscriptions. Beyond the economic consequences,
companies’ deceptive design patterns cause consumers to lose valuable time rather spent
elsewhere.

Deceptive Design

Deceptive design (or dark patterns) is a term used to describe the tricks companies employ
at user interface level to deceive consumers into making decisions that benefit the company
at the consumer’s expense.® This includes pre-ticked options that lead to unwanted
subscriptions, fake countdown timers, and unnecessarily complicated privacy settings.’

All digital services are subject to an interface design. The goal of interface design is at best
to create useful, aesthetically pleasing and accessible ways to interact with websites and
apps.'? It should be easy to find information and to make the service do what you want it to
do. Contrary to this, deceptive design manipulates users into making decisions that do not
align with their own desires and preferences."!

When apps or websites are designed to mislead and make it difficult to cancel a subscription
it is referred to as a ‘roach motel’. The term describes interfaces that make it easy to sign

up for a service but hard to cancel. We elaborate on this and additional forms of deceptive
designs in the methodology chapter.
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THE SWEDISH LEGAL CONTEXT

The following chapter outlines relevant regulatory frameworks and laws in relation to
cancellations of digital services and deceptive design.

To summarise, there are plenty of legal requirements concerning what may be stated in

a contract, but no explicit rules concerning the cancellation process. This does not grant
companies the right to make the process overly difficult, but it does mean that assessments
must be made on a case-by-case basis, which complicates the efforts of enforcement
authorities.

The chapter concludes with an overview of other countries that have introduced stricter
cancellation rules.

Contract Terms and Cancellations

A subscription is essentially a form of contract. The framework regulating the structure of

a contract is made up of several laws. If the contract is concluded remotely, when someone
signs up for a service online for instance, it is considered a so-called distance contract. There
are specific rules regulating such contracts.

There are several mandatory and clear requirements regarding the information that must
be provided before and after a contract is concluded. The way this information should be
provided is also regulated. There are, however, almost no explicit requirements for how a
cancellation process should be designed.

The Swedish law for distance contracts requires companies to provide consumers with
information before the contract is concluded, including contact details, pricing, duration,
the right of withdrawal and terms of cancellation.'? This information must be presented
clearly and intelligibly, with special consideration given to the needs of minors and other
particularly vulnerable persons.'> Moreover, the information needs to be properly adjusted
to suit the communication medium used, such as the screen of a smartphone.' Several
details are mandatory, including terms of cancellation, right of withdrawal, and duration
of the contract.” Therefore, companies cannot claim a lack of screen space as an excuse for
omitting relevant information.

In contrast to this, the cancellation process is relatively free of mandatory requirements. An
illustrative example is the lack of requirements regarding how a notice of cancellation may
be communicated. In fact, a 2002 ruling from the Swedish Market Court had to clarify that
a company cannot force a consumer to terminate an agreement in writing.'®

The absence of mandatory rules does not, however, imply that companies are free to make
it difficult for consumers to cancel contracts. Guidelines from the European Commission
state that, as a guiding principle, it should be just as easy to cancel a service as it is to sign
up for it."”” This is based on the EU directive on unfair commercial practices (UCPD),
which is implemented into Swedish law through the Marketing Act.'® According to the
Marketing Act, aggressive forms of marketing is prohibited, This includes marketing

that involves coercion, harassment, or other forms of pressure. The assessment of what
constitutes aggressive marketing should especially consider whether the company uses
“onerous or disproportionate non-contractual barriers”, for example, when a consumer
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wishes to terminate said contract.”” In other words, cancelling a contract (e.g. a
subscription) should not be unnecessarily complicated.

A related provision can be found in the new EU Digital Services Act (DSA). It explicitly
highlights that making it more difficult to terminate a service than to sign up for it is

a type of misleading interface that distorts users’ ability to make informed decisions.?
This provision, however, applies only to online platforms and is therefore generally not
applicable to the newspaper, audiobook, and video streaming services we have reviewed in
this report.

Due to upcoming amendments to EU legislation, the Swedish law on distance contracts
will, starting in 2026, require companies to implement an online feature allowing
consumers to exercise their right of withdrawal for contracts entered online.?! This so-called
cancellation button must be easily accessible and clearly visible to consumers.

However, the right of withdrawal should not be confused with regular contract
cancellations or the three-year legal guarantee under the Swedish Consumer Sales Act
(which allows consumers to cancel contracts if the service is defective).?? The right of
withdrawal gives consumers the right to withdraw from a distance contract within 14 days
from the date of signing.

The right of withdrawal is waivable if the service involves digital content and the consumer
agrees that the provision of the service starts immediately.* Unlike digital content in the
form of a single movie or a music album, the right of withdrawal cannot be fully waived
for contracts concerning digital services that supply content on a continuous basis, such as
streaming services.?

Free trials and Contract Renewals

Another issue associated with digital media subscriptions, is trial subscriptions that

are automatically converted into regular paid subscriptions. In Sweden, there are no
requirements for companies to notify consumers that a trial offer is about to be converted
into a regular subscription. This holds true provided the consumer was clearly informed of
the automatic conversion before signing the contract.”

In Sweden, contracts that can be terminated within three months do not require the seller
to send a notice before renewal. Contracts that take longer than three months to terminate
do require the company to provide written notice a minimum of one month in advance of
when the contract needs to be cancelled to avoid renewal.?® In both cases, cancelling the
contract is still up to the consumer.

Deceptive Design

Deceptive design is the term used for the often visual trickery used by companies to prompt
consumers to make decisions that benefit the company at the consumer’s expense.” A
useful distinction to aid comprehension is that whereas traditional marketing aims at
influencing the consumer’s preferences, deceptive design aims to mislead the consumer into
acting a certain way irrespective of what the consumer’s preferences are.

In everyday terms, marketing (as in the Swedish Marketing Act) is strongly associated with
newspaper ads and TV commercials, but in a legal context the definition is much broader.
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In short, marketing involves almost anything a seller does or chooses not to do. Including
before, during or after the sale of a product.*®

The Unfair Commercial Practices Directive prohibits commercial practices that are contrary
to the requirements of professional diligence or is aggressive or misleading, insofar as it
appreciably impairs the consumer’s ability to make an informed transactional decision. Such
practices are deemed an unfair.

The legal requirements of the directive are generally applied on a case-by-case basis. This
means that a certain commercial practice may be legal in one context, but illegal in another.
The main element in such an assessment looks at whether the marketing is likely to impair
the so-called average consumer’s ability to make an informed decision.” The assessments
can therefore vary due to the concept of average consumer not having a static definition.
Rather, it is constructed based on the intended and actual target group of the commercial
practice being assessed.*”

Legal assessments also need to consider that certain groups of consumers are deemed
particularly vulnerable, and as such are ensured a higher level of protection.’® These groups
include children, persons with cognitive disabilities and the elderly. In its 2021 guidance

to the directive, the European Commission explains that the concept of vulnerability is

not limited to the characteristics explicitly stated in the legislation, but that it is context-
dependent and multidimensional.’* For instance, someone with limited internet experience
may encounter a particular marketing practice in a brick-and-mortar store with no issue,
but be vulnerable to the same practice when encountering it online.

However, the concept of vulnerability only has legal bearing in instances when a company
can reasonably foresee that the marketing will cause a distortion of the consumer’s
behaviour.” Because of this, companies do not, beyond what is reasonable, have to adapt
their marketing to hypothetically vulnerable consumers who may not exist, or otherwise
make up a very small number of those in-fact encountering the commercial practice.

Transactional decision is broadly defined
In addition to deciding whether to buy a product, a transactional decision can be deciding
to enter a store, to click on a link to an offer, to withdraw or cancel a contract, to spend

more time online for a booking process, or to continue scrolling through a service.**

Besides the prohibitions of practices that are aggressive, misleading or contrary to
professional diligence, the UCPD is supplemented with an annex of 31 commercial
practices that are unfair in any circumstance.” In other words, no case-by-case evaluation is
required to assess whether the commercial practices on the list are unfair.

To mention a few, there are prohibitions against falsely stating that a product will only be
available for a limited time (point 7), publishing false reviews (point 23 b) and to aim direct
exhortations to children to buy something or encouraging them to persuade their parents to
do so (point 28).

When companies use deceptive design patterns to hide information, waste consumers’ time,
or prompt them to act against their own preferences, their practices are likely unlawful
under the UCPD. However, because deceptive design patterns are not explicitly listed in
the annex, each case requires careful and time-consuming assessment.
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GDPR, DMA and the DSA

The processing of personal data is regulated in the EU’s General Data Protection
Regulation, GDPR.* With regards to deceptive design patterns, the regulation contains
several relevant provisions.” Among other requirements, consumers are to be clearly
informed about the purpose of the processing and that consent to processing is ensured

to be voluntary. Moreover, there is an overarching principle of data minimisation, which
implies that no more personal data than necessary should be collected. And finally, the
regulation requires that actors collecting personal data ensure that consumers are given the
greatest possible autonomy in how their data is used, implying so-called privacy by default
and design.’® For example, the default privacy settings in apps and websites should not lead
to excessive processing of personal data, and collection of precise location data should not

be pre-ticked.

In other words, companies that use deceptive design patterns to make it difficult to manage
privacy settings and to decline sharing personal data may be in breach of the GDPR.

As previously stated, the EU’s Digital Services Act (DSA) contains a provision that targets
deceptive design patterns. However, article 25 on interface design and organisation only
applies to online platforms, and only in cases where neither the UCPD nor the GDPR
are applicable.” It is therefore difficult to say whether the provision will have any major
implications.

The EU Digital Markets Act (DMA) also addresses the issue of deceptive design patterns.
The act explicitly prohibits attempts to circumvent its provisions by subverting the
autonomy of end-users, including by presenting choices in a non-neutral manner.’

Finally, the EU’s new accessibility directive, set to come into force in the summer of

2025, also relates to deceptive design. The directive, its provisions also extending to media
services, requires that the interface of apps and websites must be perceivable, operable,
understandable and robust.*! Essentially requiring the opposite of deceptive design patterns.

Legislative innovations in other countries

In Germany, a law introduced in 2022 requires companies to provide a dedicated button on
websites for cancellations of subscriptions.* This function must be easy to locate, require no
more than two clicks, and not depend on an additional log-in action.®

France followed in 2023 with a similar law mandating that a cancellation button must be
available not only on the website, but also within a company’s app if there is one.* The law
stipulates that certain contractual information must be presented to the consumer and that
the cancellation process may not require more than three clicks.

In May 2024, the UK enacted a law requiring businesses to allow consumers to terminate
contracts in a straightforward manner, without having to take steps that are not reasonably
necessary.” If the contract was entered into online, it must also be possible to terminate
online, with clear instructions located where consumers seeking to end the contract are

likely to find them.

The United States has also announced new rules related to contract cancellations,
introducing a so-called click to cancel rule.* The rule require that contracts entered into
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online must also be possible to terminate online. The rules stop short of detailed procedural
requirements and instead focus on upholding a general principle of making it as easy to
cancel a contract as it is to enter it.
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CANCELLING 20 SUBSCRIPTION SERVICES

To examine the extent to which Swedish consumers encounter deceptive design patterns
when attempting to cancel a subscription, the Swedish Consumers’ Association has
reviewed the cancellation processes of 20 digital subscription services on the Swedish
market. The review focuses primarily on the services’ use of deceptive design, but

the cancellation process is also discussed more broadly in terms of accessibility and
comprehensibility.

Previous reports

In 2021, the Norwegian Consumer Council published a report on how Amazon makes it
unreasonably difficult for consumers to cancel their Amazon Prime service.”” The report
prompted the European Commission and the EU Consumer Protection Cooperation
Network (CPC) to force Amazon to simplify its cancellation process.*

In Sweden, the Swedish Consumer Agency (Konsumentverket) has previously published
a report on deceptive design patterns,” but there is a lack of comprehensive investigations
into how the phenomenon manifests in practice on the Swedish market. The Consumer
Agency has also researched shortcomings in the accessibility of Swedish companies’
customer service. In 2021 and 2022, complaints centring on customer service totalled 26
percent of all complaints against large businesses. The agency’s findings listed problems of
long delays before replying and businesses demanding consumers contact them through a
certain medium.

In November 2024, the Swedish Consumer Agency’s report resulted in the government
instructing the agency to explore measures to simplify the public’s access to companies’
customer services. In its press release the government wrote that it “believes that it should
be as easy to cancel as entering into a contract”.

A positive example of user-focused research is the Swedish National Pensioners’
Organisation (PRO) and Begripsam initiative “Digisen”. In this project, elderly citizens
evaluated digital services from a comprehensibility perspective with the aim of creating
more accessible services. One of the project’s conclusions was that many services are

unnecessarily cumbersome to use.”

In February 2023, the European Consumer Organisation BEUC (the Swedish Consumers’
Association is a member) proposed a requirement for digital subscriptions to provide a
digital cancellation feature.”’ Moreover, the report also supports several new consumer
rights proposals, including: 1) being reminded of inactive subscriptions, 2) not having

to provide payment information for trial offers, and 3) the right to consent to free
subscriptions being converted into paid subscriptions.

In 2024, the European Commission launched their digital fairness fitness check, a report
evaluating the effectiveness of European consumer protection laws. One of the key issues
identified in the report was digital subscriptions. A poll highlighted in the report revealed
that 52% of Swedish consumers reported difficulties with digital cancellations.>

10
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Building on the above-mentioned work, we aim to contribute to a deeper understanding
of deceptive design patterns on the Swedish market. This report focusing on the challenges
associated with cancelling subscriptions.

Subscription management services

The operating systems of Apple and Google have built-in subscription management
through their respective payment systems for in-app purchases — the App Store and Google
Play. This means that a consumer who initiates a subscription within an app can manage
this subscription on their mobile device, outside of the app linked to the subscription.

Previously, Apple and Google forced developers offering in-app subscriptions to use the
built-in payment systems of the app stores, resulting in developers having to pay high

fees to Apple or Google. Due to the EU’s Digital Markets Act, Apple and Google are

now required to allow companies to use alternative payment solutions.”® Both Apple and
Google have however faced criticism for insufficient compliance with the new regulations,
particularly in relation to the warnings shown to consumers who opt for external payment
systems.”* Another dubious practice reported is that Apple does not allow developers to
link alternative payment and subscriptions systems to their app if the app in any other way
makes use of the App Stores built-in payment system.”

During the making of this report, we have also observed indications that Apple’s
subscription manager favours its own free trial offers. Cancellations of external services
take effect only after the trial period ends, whereas Apple’s own services are terminated
immediately, even when there are days remaining in the trial period. This increases the risk
that consumers forget to cancel Apple’s services before the free trial period expires.

Subscription managers are a convenient way to keep track of monthly expenses, but risk
causing confusion if they fail to include all subscriptions a consumer has signed up for. For
instance, many of the services reviewed in this report do not use the app stores’ built-in
payment systems, which means they do not appear in the operating systems” subscription
managers.

Unfortunately, consumers’ experiences with difficult cancellations have also enabled new
forms of fraud. These involve paid services that offer to help consumers with cancellations

but fail to cancel the subscriptions in question.*

There are also legitimate providers offering subscription management and cancellation
services, including banks and personal finance companies.”” We have however not reviewed
these services and want to emphasise that external systems should not be considered an
excuse for companies violating consumer protection law.

Method

The material reviewed consists of data collected from a total of 20 subscription services
divided into three categories:

Streaming services: Netflix, MAX, TV4 Play, Viaplay, Amazon Prime, SkyShowtime,
Disney+, Apple TV +.

Audiobook services: Bokus play, Bookbeat, Storytel, Nextory.

Newspapers: Dagens Nyheter, Svenska Dagbladet, Aftonbladet, Expressen, Dagens
Industri, ETC, Goteborgs-Posten, Sydsvenskan.

1
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The selection of streaming services is based on reported reach in Sweden®® and in addition
includes the more recently launched SkyShowtime. Audiobook services are limited to
Swedish providers primarily focusing on subscriptions for audiobooks and e-books.

The selection of newspapers includes Swedish nationwide news outlets offering digital
subscriptions according to Sifo’s reach report.”

The data collection was carried out by two persons subscribing to the services and
documenting each step of the process through screenshots. After one week, the
subscriptions were cancelled, this process also being documented via screenshots.

Cancellations were made through the services’ apps on an Iphone (although several services
required the process to be completed in the mobile browser). The purpose of cancelling
the subscriptions via the apps was to enable as uniform and standardized a review process
as possible, considering that some services’ content can only be consumed through the app
version. Some services provide their content both via a website and an app, while others
limit it to the app. Since all services offer a mobile app, we consider this a fair basis that
enables comparison.

There may, however, be differences in the cancellation process when comparing mobile apps
to desktop browsers. Additionally, the process has not been examined in relation to smart
TVs, which may have been relevant for streaming services as many users consume content
directly on their TV.®” Hence, although the primary aim of this report is to map the use

of deceptive design patterns by subscription services, it omits the cancellation process via

desktop browsers and TVs.

At the time of subscription, card payment was chosen in all instances, despite many services
offering other payment methods such as Apple’s or Klarna’s. This was done to avoid any
influence from Apple’s payment system or Klarna’s interface on the review. As a result,

the review excludes the processes for cancelling subscriptions through the App Store that
may be available if the subscription was paid for using Apple’s built-in payment system.

12
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Terminology

Roach Motel is a form of deceptive design pattern in which a service is easy to sign up for
but difficult to cancel.' It often arises as a consequence of the application of other types of
deceptive patterns.” Therefore, we have chosen to examine Roach Motel as an overarching
theme, while focusing more closely on specific variants of deceptive design patterns that
occur in relation to the termination process.

Based on an initial mapping of existing definitions, specific forms of deceptive patterns
were selected for the review. A preliminary study was then conducted to narrow down
the selection based on their relevance to the services examined. The following forms of
deceptive design patterns constitute the final framework for the review:

o 2

Original definitions: Definitions in Swedish:
Adding steps  Overflédiga steg
Dead end Atervéndsgrénd
Visual interference  Visuella hinder
Toying with emotions  Kdnsloladdat sprak
Trick wording  Luriga meningar

13
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RESULTS

Deceptive design patterns related to the cancellation process were found in all services
reviewed. For some providers, it involves an excessive number of steps required to cancel
the service, while others apply confusing visual elements in the interface or fail to provide
necessary information. Below is an overview of specific forms of deceptive patterns,
including examples of how they have been applied. The occurrence of deceptive patterns in
each individual service is also detailed.

An important consideration is how the interplay between different patterns contributes

to deceive consumers. Some services may apply fewer steps in the cancellation process
compared to others but still cause a more significant distortion of the consumer’s decision-
making. This is due to the fact that various deceptive patterns occur in combination and
can be employed in more or less effective ways. We therefore want to emphasize that the
number of steps and the number of patterns applied do not necessarily correlate with the
severity of the damage done to consumer autonomy.

The chapter concludes with an analysis of some of the most complex and some of the
more straightforward cancellation processes. This aims to illustrate how the interaction
between different patterns functions and to outline the barriers consumers encounter when
attempting to cancel a subscription. The analysis highlights specific problem areas and
draws contrasts between services within the same category but should not be interpreted as
an overall ranking of the services.

]
\'\0(\ c®

STREAMING  mamerermy o PH1o" péé\(\gge"é TSN W
Amazon Prime Seamless transition. X »
Apple TV+ Seamless transition. 6
Disney+ Transition requiring relogin. X 8

MAX No transition, the consumer.needs X X N 10
to manually enter the website.

Netflix Seamless transition. X X 5

Skyshowtime No transition, the consumervneeds N X 8
to manually enter the website.

No transition, the consumer needs

TV4 Play to manually enter the website. X X X 14

Viaplay No transition, the consumer.needs X X ”
to manually enter the website.

In total: 7 1 4 2 0

With the reservation that the services may have changed their flows after the review was carried out.
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Bookbeat Seamless transition. X 5
Bokus pla No transition, the consumer needs 8
play to manually enter the website.

Nextory No transition, the consumerlneeds X X X 10

to manually enter the website.
Storytel No transition, the consumer.needs X X N X M 10

to manually enter the website.
In total: 3 2 1 2 1

With the reservation that the services may have changed their flows after the review was carried out.
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Access to subscription 6\(\9 3% .9 o
) O
INEWSPABERS] management 7 0o <ol e et
Aftonbladet** No transition, the consumer.needs N N N 10
to manually enter the website.
Dagens ETC Requires phonecall or email. * X * * * *
Dagens industri Transition requiring relogin. X 6
Dagens Nyheter Transition requiring relogin. X X X 10
Exoressen No transition, the consumer needs X 7
P to manually enter the website.
Goteborgs-Posten | Transition requiring relogin. X X 9
Svenska .
Dagbladet Seamless transition. X 7
Sydsvenskan No transition, the consumer.needs N 7
to manually enter the website.
In fotal: 5 3 2 3 0

With the reservation that the services may have changed their flows after the review was carried out.
* Can not be measured since Dagens ETC lacks an online termination function.
** Dead end possibly due to software glitch.
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Access to subscription management

In addition to the various forms of deceptive patterns, we have examined the ability to
manage subscriptions within the services apps. The smoother the transition, the easier it
is to cancel the subscription. Below is the result sorted into four categories, from best to
WOISL.

—) Seamless transition to subscription management from the app: Netflix, Bookbeat,
Amazon Prime, Svenska Dagbladet, AppleTV+, (5)

Transition that requires the consumer to log in again: Disney+, Dagens Nyheter,
Dagens industri, Goteborgs Posten (4)

No transition, the consumer needs to manually enter the website: MAX, TV4 Play, Viaplay,
Skyshowtime, Nextory, Storytel, Bokusplay, Aftonbladet, Expressen, Sydsvenskan (10)

|

Cancellation only available through phone call or email: Dagens ETC (1)

In one case, it is not possible to manage the subscription in the app or on the website. In

ten cases, the app directs the consumer to a website, but without providing a clickable link.
Four services offer a link from the app but still require consumers to log in yet again. In the
smoothest category, five services provide a seamless transition from the app to the subscrip-

tion management.

Five examples of deceptive design patterns

1. Adding steps
’Adding steps’ refers to contradicting the user’s expectation that a task can be completed
within a minimum number of technically required steps. Instead, the consumer is
forced to go through several unnecessary steps to complete the task.®! By requiring
the consumer to go through more steps than technically necessary to cancel the
subscription, decision fatigue is exploited to weaken the consumer’s agency.

Superfluous steps occurred in 17 out of 20 cancellation processes. We counted the
number of steps it took to cancel the subscription — from the moment the app was opened
to the confirmation of the subscription being cancelled.

The number of steps spans from five to 14 and includes several different variants of adding
steps. In some cases, the consumer is required to provide a reason for cancelling before the
process can be completed, while in other cases the consumer is forced to click past prompts
to stay, often referring to the content they risk missing out on if they were to cancel.
Bokusplay, Dagens Industri and Apple TV+ were the only services that did not apply

é\)& 7 | « Sydsvenskan « Expressen « SvD
6 |« AppleTV+ « Dagens industri
5 |« Bookbeat « Netflix

16
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‘adding steps’. As illustrated above, this does not always equal a shorter trek for the
consumer. For instance, Bokusplay does not offer a link from the app to the subscription
manager, which increases the number of steps. In other words, services can require relatively
few steps, but still contain ‘adding steps’ and vice versa.

Excessive steps — a long trek

ADDING
STEPS

15:09 = == 15:10 = 1511 5:12

> viaplay Svenska atta > viaplay o=} Svenska > viaplay =) enska > viaplay

Visste du.. Bekréfta uppsédgning

Vihar andra
N\NG W,
<0 %
Viaplay Total \\
EMorio®

-
-
t Premiy?-~~

() Innehallet &r inte tillrdckligt bra

& cancel.

Viaplay

In the screenshots above, we can see how Viaplay applies ’adding steps’ to prolong the
cancellation process. The graphic with the numbered dots signals that the consumer is
entering a step-by-step trek toward cancellation, where each step requires an active decision
to proceed. If the consumer clicks ‘cancel’, the trek is restarted.

Viaplay serves as a clear example of how steps are added to complicate the cancellation
process. In this case, the consumer has initiated a cancellation process — not an ‘explore
content’ or ‘compare subscriptions’ process. If the consumer wants to compare subscriptions
or explore the service’s content, this can easily be done through other functions on the
website. Therefore, the decision to click ‘cancel subscription’ should be respected, without
prompting the consumer to perform other actions.

In some cases, the ‘trek past superfluous steps is combined with an offer. This may be
perceived positively and influence the decision for consumers who cancel services for
financial reasons. However, in the case of Viaplay, no special offer is presented, and the
purpose of the steps seems to be to delay or prevent the decision leading to cancellation.

Another step in the trek involves prompting the consumer to state the reason for cancelling,
and to require them to provide yet another reason within the chosen category. This further

complicates and extends the process.

A simple solution for services that wish to offer deals and collect feedback is to add those
steps after the subscription has been cancelled.

17
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Best Practice: Requesting feedback after cancellation

15:26 .
4 Disnay+  Disnay+

e a Beritta varfér du avslutade (det ir
m@X =7 t frivilligt).
Vi har avslutat ditt Okej, ditt abonnemang har O fakturering
abonnemang. avslutats

Du kommer f de il

jag ville titta pa
ausa mitt konto tillf

ilmer ach program jag

Vad fick dig att vilja
avsluta?

) Teknis

agot annat

Beritta varfér du avslutade (det ar
frivilligt).

g har inte tillréckligt med

& auth.max.com ¢ = & disneypl

The screenshots above illustrate how the services Max and Disney+ have placed the step
where the consumer is asked to provide a reason for cancellation after the subscription
has been terminated, which simplifies the process for the consumer. However, we want to
emphasize that although Max and Disney+ set a fair example in this instance, they do use
other forms of ‘adding steps elsewhere.

2. Dead end Bl

"Dead end’ refers to situations where the interface prevents the consumer from
obtaining the information required to proceed with the desired action, such

as by presenting inactive links or by simply leaving out information.'®In these
cases, the consumer must backtrack within the interface to find the correct path.

In this report, some services explain that subscriptions cannot be managed within the

app, while providing unclear references to where they in fact can be managed. In other
services, there is a complete absence of information on how the consumer can manage their
subscription, despite the presence of tabs with titles such as ‘subscriptions” or ‘subscription
management’. Dead ends were found in a total of five cases.

Services with dead ends: « Skyshowtime « Storytel « DN « Aftonbladet
» Dagens ETC.

Storytel

Information that the subscription
Hantera abennemang Rk .
cannot be managed in the app is
provided but information on where

to proceed is missing.

18
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Examples of dead ends:

Skyshowtime Aftonbladet Dagens ETC

ar @ tc.portalworldoftulo.com =

Konto
Planer och betalning Instzlining o
2~ prenumerant Lés Dagens ETC till superpris: 3 ‘/—\
manader fér bara: |
B Meddelanden et
Sb?ﬂldbrr::d rekdam, kr§59.00/manad
manadsabonnemang Pa mindre &n en minut far du
tillzdng till alla lasta artiklar frén Dagens
ETC D
all tidigare kop 0?)‘ E 4/
Digital tidning vatje dag via app och mejl O
0 E N Efter 3 manader fortsatter
?’ O prenumerationen for 219 kr/méan. Ingen
&/ bindningstid - avsiuta nér du vill.

Q

Erbjudandet géller endast for ej redan
befintliga prenumeranter och endast en
gang per person.

E 5412537376

Uppdatera kortuppgifter

Ge feedback om appe

Tipsa Aftonl 1

Om Aftonbi; Adressa_ndn g Tillfallig adressandring
Uppehall Utebliven tidning

There is no information whatsoever on how to manage the subscription, meaning there is
no mention that the subscription cannot be managed within the app, nor any information
on where it can be managed. In some cases, we eventually found information stating that
the subscription is managed on the website, but this information was hidden in obscure

places, and there was no information under ‘subscription’.

Frenumeration

umeration
It

Stdmmer inte prenumerationstypen?

ratt information.

Uppdatera prenumeration

Dagens Nyheter

In DN’s app there is no information on how to
cancel the subscription under ‘subscription.” It is,
however, possible to go back and navigate to the
‘customer service tab, log in to the website, and
manage the subscription there. Nevertheless, we
consider this to be a dead end, based on what the
consumer should reasonably be able to expect from
the ‘subscription’ tab.

Fljer
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Best practice: Seamless transition

Instéllningar |svd.se

Svenska Dagbladet

- .

& prenumerant 7 ~ \ e

.
Hej,

Har kan du se och dndra din prenumeration
hos Swvenska Dagbladet.

Hantera prenumeration

Dina prenumerationer

svD digital standard Néista betalning:
99 kr

& Dela din prenumeration utan extra

Kundservice kostnad med 1 person,

Lamna en recension Dela prenumeration

Chattamed oss

Se allt om prenumerationen

0

Svenska Dagbladet

In comparison, Svenska Dagbladet provides a hyperlink under the corresponding
heading, meaning the consumer is automatically redirected to the website to manage their
subscription.

3. Visual interference
. . - . . . NISUA[

’Visual interference’ is a term for visual techniques applied to

the interface to mislead consumers.®? This includes buttons and ‘

options that are arranged to appear more appealing than others by /NTERFERE“CQ

displaying them in different colours and sizes.

Eight of the services use some form of visual interference. While graphic techniques to

highlight certain options are commonplace, this report focuses specifically on cases where
such techniques may influence the consumer’s autonomy during the cancellation process.

Services applying visual interference: « MAX « TV4 Play « Bookbeat « Nextory
« Storytel « Affonbladet « Dagens industri « Svenska Dagbladet.
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Examples of visual interference:

# bookbeat.com

BoolkiBeat

Lésenord

- Andra

Prenumeration

Nuvarande prenumeration

Basic 20 timmar

NISUAL

/NTERperenc”

Denna period har du Basic fram till 2024-1-30.

Byt prenumerationspaket

Avsluta prenumeration

Betalningsinformation

Betalmetod

Kart Andra

e

5/2027 E‘)
Aftonbladet

Aftonbladet has placed the ‘Back’
button above the ‘Cancel’ button and
highlighted the former with a colour
that contrasts the background. The
placement and colouring signals an
illogical hierarchy among the options.

Abonnemang

Faktureras via HBO Nordic AB

Nuvarande abennemang

“\SUELLA

. Basic med reklam
ot

HIN 89,00 Kr ménsd

inklusive moms

era ditt abonnemang,
tion.

Kommande betalningar

<lusive moms) forfaller den 28

Andra ditt abonnemang

Basic med reklam (Manatligen)

Betalningsmetod

Bookbeat

In Bookbeat’s interface, the option ‘Change
subscription package’ is clearly emphasized
above ‘Cancel subscription’. The latter not
only lacks a coloured background but also has
a noticeably thinner font.

16:34 A |

Din nédsta betalning
% Pris
149 kr / manad
B Attbetala
149 kr
Masta betalning
2024-12-24

Master Card

Ar du siker pA att du vill avsluta
din prenumeration?

TILLBAKA

JA, JAG VILL AVSLUTA

NI\SUAL

/NTERpERENC

# aftonbladet.se

MAX

In the example from MAX’s interface, the visual
interference lies in the misleading size of the
various headings causing some information to

be barely legible. For instance, if the consumer
were to click on ‘Change your subscription,
they would be directed to a page to switch to
other subscription levels, whereas cancelling the
subscription this way is not possible. Upon closer
inspection, it becomes clear that the subscription
cannot be managed in the app, which is contrary
to the consumer’s expectations.
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@ prenumerera.svd.se ] prenumerera.svd.se

Svenska Dagbladet Meny =2 Svenska Dagbladet Meny =2
O 0 & © O 6 o0 ©
Varfor vill du saga upp din Innan du avslutar din
prenumeration? prenumeration...

Vanligen hjilp oss genom att ange orsaken till

uppsagningen. SPARA 525 KR

Innehéllet passar mig inte Stanna hos oss och fa
3 manader till halva priset

Ville enbart ha kampanjerbjudandet 174 krfmAn | 3 mAnader

Ville enbart lsa enstaka artikel Ordinarie pris: 340-kr/mén

For dyrt Vad ingar ~
M

VISUAL

Jag anvénder andra nyhetstjanster .

/N, W
Annat ’ - ) Acceptera erbjudandet ERFERE

/

a =y
Vidare till avslut % [ Avsluta prenumeration ]
i /

Svenska Dagbladet

In the cancellation process for subscriptions at Svenska Dagbladet, options suddenly change
colour and order. The newspaper has a clear light blue graphic profile, and as the initial
option to proceed with the cancellation is highlighted and placed at the top, it becomes
confusing when the corresponding option on the subsequent page is replaced with a button
to accept an offer to stay subscribed.

Best practice: straightforward confirmation

The screenshot to the left exemplifies how the
interface can be designed to simplify the cancellation
process. In this case, ‘cancel’ is clearly highlighted.
This is more consumer-friendly, considering that

the consumer has already clicked on ‘cancel’ in a

8302 1inp AbonRsMAnG? previous step, meaning that ‘cancel’ should be seen as
o L valoret Aaannn the obvious choice in the next step. In this case, the
abonnemanget sa forlorar du dina . . . .

s e e dialogue box serves as an additional confirmation,
e e T preventing the consumer from accidentally cancelling

till och med 2024-11-23.

| Avbryt Ség upp

a subscription against their will.
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4. Toying with emotions
"Toying with emotions’ encompasses techniques that, through graphic
elements or choice of words, appeal to emotions in an attempt to

influence the consumer’s decision.11 This can involve a sad emoji appearing when rejecting
an offer or wording that presents certain options as better than others.

Toying with emotions was found in seven of the reviewed services: « Netflix ¢« MAX

e TV4 Play « Viaplay e Storytel « Expressen « Goteborgs-Posten.

Examples of ‘toying with emotions':

Netflix
Netflix utilises toying with emotions by
highlighting the consumer’s personal

Avsluta ditt abonnemang . . . . .
relationship with the service. When cancelling
Oavsett vad du véljer sa trader

andringarna i kraft 23 november the SubSCI‘Ipthl’l, a prompt appears ShOWIHg
2024. Du kan fortsétta titta fram tills hOW lOl’lg the consumer has been a member,
dess.

appealing to loyalty and sentimentality.

09:32 T - i ot = -
Goteborgs-Posten vy @ = Goteborgs-Posten <y @ =

Du gor skillnad.

Var journalistik stravar efter att
bredda bilden av din omvirld, genom
att Iyfta fram bade stora handelser
och unika berattelser fran vart
samhalle.

Genom att prenumerera bidrar du till

att gora detta majligt och ditt stod \
och engagemang ar darfar viktigt for
ass.

Viljer du att behalla din

Christofer Ahlgvist

- - prenumeration ska vi gora vart
K Chefredaktar yttersta for att fortsitta leverera
Du gOI‘ skillnad. relevant journalistik for dig, som
bidrar till 6kad insikt och firstaelse.
Var journalistik stravar efter att

bredda bilden av din omvarld, genom

att Iyfta fram bade stora handelser

) . P s 2
ach unika berattelser fran vart f Behall prenumeration |
samhiille. 4 o
Genom att prenumerera bidrar du till o "\_\\
att goira detta majligt och ditt stod \ Naista steg /"

i gp.se e

Goteborgs-Posten

In Goteborgs-Posten’s cancellation process, the consumer is urged to stay subscribed due to
the importance of journalism. Phrases such as “By subscribing, you make this possible” or
“You make a difference” are clear examples of toying with emotions.
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13:43 6

storytel

Flex Premium Unlimited Family

Osdker pa vilket abonnemang som passar
dig?

Har hittar du svar pa vanliga fragor »

Ar du sdker pa att du inte vill njuta av
stories léngre? Vi vill géirna att du stannar
hos oss.

( Avsluta abonnemang )

Undrar du 8ver ndagonting?

Hér hittar du svar hos kundsuppart

=~ 0O

& account.storytel.com

Expressen
In Expressen, toying with emotions
take the shape of a broken heart-

emoji.

Storytel

In Storytel’s cancellation process,
toying with emotions appears in two
instances. Both “Are you sure you
don’t want to enjoy stories anymore”
and “Don’t lose access to our vast
library of 1 million books” appeal to
product sentiment that does not align
with the consumer’s actual intentions
— the consumer is presumably not
cancelling the service because they
hate enjoying stories.

10:57 & =i = .
& Tillbaka Sinan @
o

O Tekniska problem

() Tidsbrist

@ Tjansten ar for dyr

Utveckla

O Annan anledning
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14:43 &

Ar

& Tillbaka

Kommer snart

& tvdplay.se

TV4 Play

TV4 Play’s: ”Are you sure you want to
leave us — if so you will miss out on all of
this” belongs to a commonly used type of
toying with emotions, where the consumer
is reminded of everything they will lose by
cancelling the service.

25

15:12

> viaplay

Bekrifta uppségning

Tillbaka till Mitt ke

8 cancel.viaplay.se

Viaplay

Viaplay’s “...we understand when it’s time
to say farewell” is the kind of language
more at home in intimate relationships.
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5. Trick wording

<RICK

"Trick wording’ is used to confuse consumers through choice of words. This may involve
using double negatives or obscure terms to mislead the reader.®’

13:47 ¢

storytel

priset?

Har &r ett specialerbjudande far
dig - 50%

Fa Storytel Basic i 2 man till
halva priset

50% i 2 manader

1kante, Lyssna och 18s | upe till 20
timmar/manad

TRICk
WORDI/yq

Férlora inte tillgang till vart enorm
bibliotek med 1 miljon bocker. Star

ditt specialerbjudande idag.

Erbjudandet gdller fram till 2024-11-
30

( Nej, avsluta mitt abennemang )

& account.storytel.com

Storytel

In this screenshot, we see how Storytel applies
trick wording in the cancellation process. The
option to accept an offer is marked by the word
‘Continue’, which is misleading since continuing
suggests proceeding along the same tracks as
before. In this case, the natural continuation of
the cancellation process is presumably to cancel
the subscription, not to ‘continue’ accepting an
out of the blue special offer. This goes against the
inherent logic of the process and therefore causes
confusion.

The following chapter provides an overview of the cancellation process across six different
services. We have chosen to highlight some of the most difficult and, conversely, the most
straightforward cancellation processes. In doing so, we aim to demonstrate the considerable
differences that are present, even within the same industry. We do, however, want to
underline that deceptive design patterns appear even in the more straightforward examples.
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THE CANCELLATION TREK

Streaming services
A Shorter Path: Netflix

The cancellation process for Netflix involves a total of five steps, beginning once the
consumer has accessed the app. By selecting the “Account” tab, the user is seamlessly
directed to an account management page without the need to log in again. After the

cancellation is confirmed, the service prompts the user to provide a reason for the
cancellation, but this step is optional. It should be noted, however, that Netflix appears

to deploy different cancellation processes depending on subscription type. When we
attempted to cancel a more expensive and older subscription, a prompt appeared to ‘try a

subscription that suits you better’.

14:13 14:13

Till Sinan Mitt Netflix

Serier Filmer Kategori

Sinan -

4 Nerladdningar

Min lista
& “

EMILY N PARIS wons TER

L]
il

Trailers du har tittat pa

- ——
-

P Spelaupp -+ Minlista

Amerikanska serier om brottsutredningar

/]

’
zle o &

Ditt konto E

@ Mediem sedan oktober 2024

Vill du &ndra ngot?

Du har andra alternativ att valja mellan. Vad
du &n vljer kommer det att bérja galla 17
november 2024. Du kommer att kunna titta

Vissa kontofunktioner finns bara pa
webbplatsen. Skapa ett Netflix-konto med
mera, Ga till netflix.com/more

andringarna i kraft 23 nd
2024. Du kan fortsétta tit
dess.

fram till dess.
o
Lagg till ett nummer f&r

Macllem sedan december 2012 = =
aterstéllning av 15senordet for att g >
attare fa tillgang fill ditt kanto

x Farlorad Stkomest ti
Om du avslutar ditt medlemsk.. rar
¢ ME V] FA IRE
du atkomsten till personliga 1EDLEMSKAP OCH FAKTURERING

Andra abonnemang
rekommendationer.
prenumerant01@proton.me

@ Frova elt abonnemang som passar

dig bttre
Losenord: *****=**

Vill du stanna kvar?
Det finns mer att uppticka. @ rervosen e 7376
g - Ditt ndsta faktureringsdatum &r 24
More expensive Fortsitt titta Cheaper november 2024
and older : and newer
3 su bscri pﬁon Faktureringsinformation

subscribtion
Avsluta abonnemang
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A Longer Trek: TV4 Play

To cancel a subscription with TV4 Play, the consumer must complete a total of 14 steps. In
addition to the unnecessarily lengthy process once the cancellation has been initiated, TV4
Play fails to provide a transition from the app to the website. Once on the website, it is also
notably cumbersome to reach the subscription management section.

When selecting ‘manage package’ under subscriptions, the user is forwarded to ‘adjust
package’, where they must scroll past alternative subscription options before reaching

their current plan. The user must then click on ‘manage package’ once more before the
cancellation button appears. There is no apparent reason why TV4 Play cannot provide the
‘cancel’ button at an earlier stage in the process.

Abonnemang

S I @ Paket

Plus
Sinan ) Ordinarie pris
4 sinan ST /manad

Abonnemang hanteras pd bvdplayse
Byt profil

1

1

| Byt profil I
\

Min lista Rekommendalinrr

‘ Min lista Rekommendationer
" A
v o F~--=--7

~
\qstéllningar
Har var det tomt

Happy Halloween! Du kan enkelt spara vilka program och

klipp du vill och hitta dem hér
Frossa loss i rysligheter
Till samlingssidan = \
Logga ut ‘l

Logga ut fran alla enheter

Switch to
website
14:38 ¢ ol = = 14:37 ¢ o = 14:37 &
4 ~ Q & = v 4r TvaPlay SPPNA 4y Tvaplay 5PPNA 1
Hiswdlinmnygdr ‘
Y (R Hem 4 > 4 > 1
dina uppgifter, sl pa 1
ant @ Nyheter
data? Allt det hittar du har. I
£, Kategori -
oo Kategorier ! A I
. N @ Kanaler P4 l
Ditt abonnemang p
Paket @ spcrt l
Plus 69 kr/mén + Mil’l\isla b{/‘
@ Vira paket ¢
Betalningsmetod
(@ Support

]
Hantera profiler 1 H Hall : Robinson
Instalin appPYaloWEeC: . ,

Spanningen i Robinson fortsatter nar deltagarna
2024-10-24. \ Loggant Frossa lass i rysligheter stills infér nya tuffa utmaningar

I \
1/

Kontouppgifter

~ Till programsidan P Tittanu @ +

& tvdplay.se & tvdplay.se & tvdplay.se &
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14:42 &

s
wvuaIwveiIa Pﬂl\c\

Du kan nér som helst uppgradera eller siga upp

4 Tillbaka l ditt paket

Justera paket

gradera eller siga upp

Ingen bindningstid

Ingen bindning'lid Pl u

Scro" I?:\ﬁvsn'lt oaﬁmu;iva

apremisrer

\
Gratis
Engagerande nyheg = sideways

. [
er, serier och dokumentarer
lining. Alltid

kanaler och utvald sport
«  Nyheter

) Lés mer

v Underhilining

+"  Brett ulbud av serier och dekumentirer

69 kr/man
Lés mer

Hantera

& tvdplay.se

14:44 ¢

4> 4>

Bekriftelse

Du har sagt upp féljande paket

4 Tillbaka

Avsluta eller ta del av
Plus vart basta erbjudande

Premiirer oc : - "
kil Ditt val aktiveras direkt

dramapremiarey Ta del av erbjudandet
~*  Filmer, serier o

Plus med reklam i en ma
69 kr/man

D kan fortfarande nyttja paketets f
fram till och med 24 november 2024,
Svergar du till Gratis, helt kostnadsfrit Tillbaka

B tvdplay.se @ tvdplay.se

14:43 &

4»

Justera paket

Plu

Fartur till avsnitt och exklusiva
dramapremidrer

~"  Filmer, serier ach dokumentérer

v TV-kanaler och utvald sport

Ta bort reklam

12 man. bindningstid
-

e
’

,69 kr/man

4
VISug,

/
YTeRpgpence

N

4>
< Tillbaka

Innan du gar...s

Varfér vill du séiga upp ditt paket?

Fér dyrt

Nasta

- o mm gy,
- -
b B S

Tillbaka

& tvdplay.se

4»
& Tillbaka

Ar du siker p3 att du
vill lamna oss?

D4 kommer du att missa allt det hér

Kommer snart
~\WN Gw,
<0 %

Ga vidare

-y
< il l T

ADDING
STEPS
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Audiobook services

A Shorter Path: Bookbeat

The cancellation process for Bookbeat consists of a total of five steps from the moment

the consumer enters the app. After selecting ‘account information’ in the app, the user is
seamlessly redirected to the ‘my account’ section to manage the subscription. Once the
‘cancel subscription’ option is selected, the consumer is required to provide a reason for the
cancellation, providing this completes the process.

M:26 4 - n:28¢
< App Storg e < App Store & baokbeat.com
& bookbeat.com
.w BookBeat
-
BoolkBeat )
renomeran
Sinan
prenumerantOi@proton.me Lseenord
Konto Valkommen tillbaka fnca
Sinan Akdag
@  Mina timmar i
Prenumeration

Mi itistik
Nuvarande prenumeration

Kontoinformation Mitt konto  —> Basic 20 immar
Hantera din prenumerat -~ ch dina
kentouppgifter Denna periad har du Basic fram 1l 2024-11-30, NI\SUAL
- . -
Instaliningar ¢
Byt prenumerationspaket
Bakfilter > lina timmar L) \
L Medladdade backer timmar cu il lyssnat o8y last
. - |, Avsluta prenumeration
Min smakprofil b pericd
‘ Seamless 1 R -
[ Min statistik I -~ T N
Ljudspelare transfer! - -
£ Foljer 4 Betalningsinformation \
Nedladdade bocker 1

rofiler @ Betalmetod \
Notis

Hantera ditt familiekonto och dina profiler Kort

L} Inkorg

G e e s

Andra
M
5/2027 @

n3ae
Appstors o Store
& bookbeat.com & bookbeat.com & bookbeat.com
BookBeat Bookbeat y Bookbeat
. . Innan du avslutar
Din prenumeration )
har avslutats @ rordyntiormig Vi skulle vilia veta varfor du valier att avsluta din

prenumeration, Valj det alternativ som bast

-~ -
o =

Din prenumeration har avslutats och vi kammer () Tekniska problom beskriver varfor cu lamnar oss.
sluta dra pengar frén dig. Vi har ocksd skickat ett
mail till prenumerantOl@proton.me som . 1
bekraftar din uppsagring. o Jagbehdver en peus men kenske () Jag ville bara prova BookBeat !
. ' kommer tilbaka senare
Du har fram till 2024-1-30 pa dig att anvanda - I
upp Aterstaende timmar, Efer det har du inte () Jag harinte tid for BookBeat
“nare tillgang till BookBeats bocker. ) Amnat /
() Jag hittar inga bicker 4
| Behdll prenumeration ®) Jag tt bittre erbjudandens
annanstans

Avsluta prenumeration ADD| NG
e} Jag ar klar med bockerna jaj STEPS

intresserad av

Fordytformie -
-

Till Mitt konto

-
ekniska problem

©

P TR e ——

Vi kommer sakna dig

.och om du bérjar sakna oss kan du
ateraktivera ditt BookBeat-konto
narsomhelst.

Ateraktivera min prenumeration @

30
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A Longer Trek: Storytel

The cancellation process in Storytel involves a series of problematic steps. In addition to
the apparent issues with a lack of information within the app, where references to where
subscription management takes place are missing altogether, Storytel employs serious visual
interference, trick wording, and adding steps. In a similar vein to TV4 Play, the consumer
is forced to scroll down a confusing and lengthy page of alternative subscription packages
before the current subscription can be cancelled. There is no apparent logical reason for the
placement of the cancellation button at the bottom of the page. In fact, instead of having
the cancel button below the current subscription, Storytel has opted to put an unclickable
‘switch to’ button in its place.

Furthermore, a distinctively misleading practice is employed during the confirmation step.
The instructions explicitly state that the consumer should click ‘confirm cancellation’ to
finalise the cancellation, but upon doing so, the consumer is instead directed to an offer
which must be declined in order to truly put the subscription to an end. Consequently,
consumers who close the page after clicking “confirm cancellation” risk unknowingly
continuing their subscription.

13:28 ¢
'4 Instéllningar 4 Abonnemangsinstiliningar
ALLELATY Ditt nuvarande abonnemang
N Flex
e Qnto >
App\n\ s ﬁende:id ’,

Abonnevang

O
o

Hej!

Inleglitet\

( Léggtillnamn |

KIDS MODE

¢ Mina recensioner Kids Mode

@ Lyssningsutmaning

f Kids Mode
Hjdlpcenter
aries ér till fér att delas!

Allménna villkor

Logga ut

13:42

13:4146

Hantera abonnemang

@ storytel
IVIITT KONTO

@ storytel

Abonnemang

Flex

prenumerant01@proton.me
Hantera abonnemang .

Ditt nuvarande abonnemang
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Newspapers

A Shorter Path: Dagens Industri

At Dagens Industri, it takes consumers six steps to cancel their subscription. Under the
‘content’ tab in the app, there is a link to the subscription management section. And
although following the link requires an additional login, once logged in, the user is
immediately forwarded to ‘my subscriptions.” The link is, however, located at the bottom
of the page and requires the consumer to scroll down to find it. We consider this to be a
form of visual interference. As the consumer scrolls farther down under ‘my subscriptions,
the option to ‘cancel subscription’ appears, highlighted in red. Under this tab, there is a
dropdown menu where the consumer can select the reason for cancelling. Just below there
is a button for cancelling the subscription. This is an example of how the entire ‘trek’ can be
avoided by streamlining everything under the same tab. Once the consumer clicks to cancel
the subscription, they receive an email within 48 hours confirming the cancellation.
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PRENUMERATIONSNUMMER
7744433

STARTDATUM
2024-10-24

Uppehall av tidning
Det finns inget registrerat uppehall av
tidhingsleverans.

Adressindring
Detfinns ingen registrerad adressandring.
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Oppettider helgfria vardagar
08:00 - 16:00.

Telefonnummer
B-573 651 00.

Postadress
Dagens industri

17:04
A Dagens ind...
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- Avsluta prenumeration
Fér fragor om din prenumeration kontakta

kundservice via telefon.

Telefon kundservice:
08-573 651 00 (knappval 3).

Oppettider
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Anledning*
Pris

Avsluta prenumeration
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08:00 - 16:00.

Telefonnummer @ Chatten ar offline
08-573 651 00.
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=

= S

@ Chatten ar offling

A Longer Trek: Dagens ETC

Dagens ETC makes it nearly impossible for its subscribers to cancel their subscription. To
find out that the only available option is to cancel via phone or e-mail we were forced to use
the website’s search bar and type in the word ‘cancel’. This led us to the ‘new query’ section
where cancellation instructions are provided.

In addition to the glaring issue of offering an easy way to sign up for a subscription online
but then failing to offer online cancellations, Dagens ETC also fails to provide adequate
information to its subscribers. It is noteworthy that there are no instructions for cancelling
under the ‘subscriptions’ tab or in the ‘frequently Asked Questions’ section.

34



SVERIGES KONSUMENTER
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-
DISCUSSION

This section analyses the report’s findings, explores what laws are applicable and examines
the challenges of ensuring effective enforcement. It concludes with proposals for policy
measures aimed at addressing the identified issues.

All services employ deceptive design patterns

All media services reviewed in this report utilise some form of deceptive design in their
cancellation processes. The most common tactic involves adding superfluous steps to the
cancellation flow. Many services also mislead consumers through the use of colour schemes,
how options are ordered or by employing language appealing to emotions and relationships.

How easy it is to merely find the cancellation process itself varies drastically between
services. Dagens ETC stands out as the most problematic in this regard, as they provide
virtually no information about cancellations either in the app or on the website. In fact,
the publication lacks a digital cancellation feature altogether and requires consumers to
contact customer service by phone or e-mail. In comparison, services like Storytel and TV4
Play make it easier to locate the cancellation flow, but once there, consumers are forced to
navigate a labyrinth of prompts and illegible text.

While the report reveals significant shortcomings in the cancellation processes of the
services, there are occasional examples of clear and straightforward icons and dialogue
boxes. For instance, undoing a cancellation typically requires just one click. This
demonstrates that the services — when they wish to do so — are fully capable of offering
significantly more consumer-friendly processes.

As highlighted in the results section, we wish to emphasise that it is the interplay between
various deceptive patterns that determines to what degree a cancellation process is perceived
as misleading. A process consisting of nine steps may be easier to navigate than one with
seven steps if, for instance, the cancellation process itself is easy to find.

This makes it difficult to assess not only how different services compare to one another,
but also at which point they step over the line and violate the principle that cancelling a
subscription should be as straightforward as signing up for one. The difficulty in making
such assessments is the main reason for our proposal to introduce explicit requirements on
how cancellation flows may be designed.

Unregulated cancellation processes and difficult assessments
When consumers sign up for a subscription, there are numerous clearly defined and
binding requirements regarding the information that must be provided and how it should
be presented. In contrast, explicit rules governing the cancellation process are nowhere to be
found. Nevertheless, the legislator’s intent remains clear.

A well-established principle in consumer law is that it should be as easy to terminate

a contract as it was to sign it. Under the Swedish Marketing Act (implementing the
UCPD), companies are prohibited from using “burdensome or disproportionate obstacles”
to prevent consumers from terminating a contract. What constitutes burdensome or
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disproportionate is however open to interpretation, particularly in digital contexts where
the design of the user interface plays a crucial role.

The UCPD prohibits commercial practices that distort consumers’ ability to make well-
informed transactional decisions. This means that deceptive design is already prohibited in
theory, as it aims to make consumers act against their own preferences — for instance, by
abandoning a cancellation process.

When enforcement authorities assess whether a commercial practice distorts the ability to
make well-informed decisions, they rely on the concept of the so-called average consumer.
They must also consider particularly vulnerable consumer groups, such as the elderly,
children, and persons with disabilities. Moreover, the assessments are conducted on a case-
by-case basis unless the commercial practice in question is listed in Annex I of the UCPD,
which would render the practice illegal under all circumstances.

In other words, what may initially seem straightforward becomes significantly more
complex in practice. It is not sufficient to simply point to the colour schemes of buttons,
the use of superfluous steps, or the mere presence of other misleading design tricks. Instead,
enforcement authorities must demonstrate in each instance that the use of deceptive design
is likely distorting the decisions of consumers. If the service in question would subsequently
adjusts its cancellation process, the assessment must be repeated. While this is not an
impossible enforcement task, it demands significant resources that could arguably be put to
better use elsewhere.

There is no intrinsic value in explicit prohibitions

A significant advantage of the UCPD is that it covers all commercial practices that frankly
are unfair, unethical, or false. It is also beneficial that the directive takes the context into
account. This approach benefits enforcement authorities, businesses, and consumers alike.
For instance, an advertisement for funeral services is not inherently problematic but could,
depending on its design, be perceived as aggressive if targeted at a recently bereaved family.

Regardless of business sector, using the UCPD to explicitly ban specific practices holds
no intrinsic value. At the same time, it is not reasonable for oversight authorities to waste
resources engaging in a game of whack-a-mole with companies that systematically violate
the intent of the law.

This report demonstrates that a significant number of Sweden’s most popular digital media
services use deceptive design to hinder consumers when attempting to cancel subscriptions.
Common sense points to this being illegal under the UCPD. However, addressing the issue
would require several investigations, which may need to be repeated whenever services
update their interface design.

The proposal of this report instead focuses on positively regulating the cancellation process
itself, rather than imposing bans on specific designs. An approach that has already been
implemented in EU member states Germany and France. This strengthens consumer
protection, while creating predictable rules and avoiding over-bureaucratisation of the
services’ work on interface design.
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Loss of consumer contact and unfair competitive advantages
As highlighted earlier in the report, there are several third-party services that offer
consumers the possibility to manage all their subscriptions and memberships in one

place. If companies continue to make it difficult for consumers to track and cancel their
subscriptions, there is a risk that consumers will crowd to third-party cancellation services.
This would result in companies losing access to their customers at critical stages of the
purchasing process.

The Swedish Consumers’ Association does not oppose companies requesting feedback or
offering rebates, as long as these measures are presented after the cancellation process has
been completed. This report includes several examples of services that provide consumers
with an easy way to reverse their decision to cancel. In other words, there seem to be no
technical obstacles to implementing such a system.

The idea that the companies themselves could benefit from fairer cancellation processes
points toward the possibility of self-regulation. Whether this would be effective is however
uncertain. There is a significant risk that self-regulation would create even stronger
incentives and competitive advantages for the few companies still choosing to ignore

the rules. Furthermore, digital services span a range of industries, each with different
preconditions. Some compete on a global scale, while others target Swedish or Nordic
consumers.

At best, self-regulation would lead to a patchwork of industry agreements with partially
different rules. Aside from causing confusion for consumers, such a system would, in
essence, be a more complicated way to achieve roughly the same outcome as if legislation
were implemented.

Putting an end to cheap renewal tricks

Two related issues concerning difficult cancellations, which we have not closely examined in

this report, are:

 Trial offers (sometimes free) that automatically convert into subscriptions at regular
pricing.

*  Subscriptions that are not being actively used are still billed to the consumer’s account.

To ensure that consumers are not charged for subscriptions they do not want or are
unaware of, we propose implementing a requirement for services to collect explicit consent
before moving to regular pricing.

Services should also remind consumers who are not actively using a subscription that it is
still being billed to their accounts. This reminder should be complemented by requiring
consumers to approve the continuation of the subscription. The subscription would

be paused, pending the consumer’s confirmation, for up to three months before the
subscriptions is cancelled. If the consumer wishes to resume the subscription, this should
be possible through the streaming service’s app for instance, without the need to re-enter
payment details.
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EU regulations are preferable - but Sweden can lead the way
The market for digital services extends beyond Sweden’s borders, and the regulations
governing the services are often harmonized at EU level. This means that the same rules
apply regardless of which EU country a company targets its services to. The GDPR and the
Digital Services Act (DSA) are both examples of legislation with strict requirements that
would likely be impossible for a country like Sweden to enforce on its own. Large foreign
companies would rather exit than adapt to such a small market.

Unlike the GDPR and DSA, the Consumer Rights Directive allows individual member
states to introduce their own provisions that go beyond EU law. This means that Sweden
can implement its own rules on contract terms and cancellations. As mentioned earlier,
both France and Germany have chosen to do so.

Regardless of whether new provisions are introduced in Sweden or not, the government
and Swedish Members of the European Parliament should work to ensure that Sweden has
influence in the development of stronger requirements at the EU level. This is work that
has already been announced in Ursula von der Leyen’s mission letter to the incoming EU
Commissioner for Consumer Affairs, Michael McGrath.®
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-
POLICY PROPOSALS

The Swedish Consumers’ Association calls for explicit rules to govern how companies
design their cancellation processes.

By now, the principle that cancelling a service should be as easy as signing up for one is
well-established. Nevertheless, and in spite of Amazon Prime being required to simplify its
cancellation process following the 2022 complaint from the Norwegian Consumer Council
and BEUC,*® digital services persist in employing deceptive design that obstruct consumers
from cancelling their subscriptions.

The European Commission’s Digital Fairness Fitness Check further underscores the need
for action. Among other findings, the review reveals that over half of Swedish consumers
have encountered difliculties with cancelling subscriptions, which is more than the EU
average.

Continuing to operate under the current regulatory framework, where the more general
provisions of the UCPD require each cancellation process to be assessed individually, is not
a viable path toward a fully functional market for digital media services.

Several EU member states have taken the lead in mandating simpler cancellation processes.
The Swedish Consumers’ Association now calls for the Swedish government to follow suit
and advocate for three provisions that would make it easier for consumers to manage their
digital subscriptions.

1. Introduce explicit requirements for simple cancellations in
the Swedish Act on Distance Contracts.

To guarantee the principle that it should be as easy to terminate a
contract as it is to enter into one, a new article should be added to the Act
(2005:59) on distance contracts and off-premises contracts. Our proposal,
inspired by innovations in German and French legislation, should

explicitly require that:

e Itis possible to digitally terminate contracts that can be entered into
digitally.

* The cancellation function is easy to find and not require additional
logins.

* If the seller offers an app, the cancellation function should be easily
accessible through the app as well.

* The cancellation process should include a set of standardised steps
with information (e.g. cancellation date) and should not require more
than three clicks to complete.

*  Once the cancellation is complete, an unequivocal confirmation
should be displayed to the consumer.
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The Swedish Consumer Agency to be tasked with creating guidelines
for how this legal provision ought to be followed. Representatives from
the relevant industries should be included in the development of these
guidelines.

2. Require explicit consent for transitions from free to paid
subscriptions.

If a consumer enters into a distance contract for a service that for a period
of time is free or offered at a reduced price, the provider must obtain
consent before the contract proceeds with regular pricing. If no consent
can be verified, the contract shall be terminated before the new price takes
effect.

3. Require digital services to remind consumers of unused
subscriptions (and to obtain consent for continuation).

If a consumer has not made use of the service for two months, the
provider must send an e-mail reminder. The provider must obtain the
consumer’s consent for the contract to continue. If the provider cannot
verify consent, the contract is paused for a minimum of three months after
which it is terminated. During the pause, the consumer is able to easily
resume the contract without needing to restate payment details.
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Sveriges Konsumenter ar en oberoende ideell organisation som arbetar
for okad konsumentmakt. Vi verkar fér alla konsumenters sjdlvklara rétt
till skydd, inflytande och méjlighet att géra medvetna och héllbara val.
Organisationen arbetar brett med konsumentfrdgor, men lédgger ocksé
sarskilt fokus vid frdgor som rér livsmedel, banktjanster, tillgdnglighet,
integritet pd& natet och hdéllbar konsumtion. Bakom vér organisation star
20 medlemsorganisationer.

Vi driver frdgor bdde nationellt, inom EU och internationellt och
representerar konsumentperspektivet i ett 30-tal forum. Déribland genom
aktivt medlemskap i den europeiska konsumentorganisationen BEUC, i
Consumers International och standardiseringsorganet ANEC.

Vi ger ut den oberoende och reklamfria tidningen R&d & Rén och driver pd

uppdrag av kommuner rddgivande konsumentvégledning.

Postadress: Box 38001, 100 64 Stockholm
Besoksadress: Hammarbybacken 27
Telefon 08-674 43 00
info@sverigeskonsumenter.se
www.sverigeskonsumenter.se






